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Over 70 hands-on recipes to develop fully functional policies to confine your applications and users
using SELinux

About This Book

Design custom SELinux policies and understand the reference policy interface constructions to build●

readable SELinux policy rules
Experience the wide range of security controls SELinux offers by customizing web application●

confinement
Step-by-step recipes exploring the SELinux environment●

Who This Book Is For

If you are a Linux system administrator or a Linux-based service administrator and want to fine-tune
SELinux to implement a supported, mature, and proven access control system, then this book is for you.
Basic experience with SELinux enabled distributions is expected.

What You Will Learn

Manage resource labels and fine-tune your policies to automatically handle labeling●

Gain an insight into how to tune the web server SELinux policy for secure web application hosting●

Learn how to confine desktop applications through custom-built policies●

Protect a server's assets by creating your own service-specific SELinux policies●

Discover how to restrict users without hindering them by installing role-based access control●

Troubleshoot and debug the behavior of SELinux-enabled applications●

In Detail

In SELinux Cookbook, we cover everything from how to build SELinux policies to the integration of the
technology with other systems and look at a wide range of examples to assist in creating additional policies.



The first set of recipes work around file labeling as one of the most common and important SELinux
administrative aspects. Then, we move on to custom policy development, showing how this is done for web
application confinement, desktop application protection, and custom server policies. Next, we shift our focus
to the end user, restricting user privileges and setting up role-based access controls. After that, we redirect
our focus to the integration of SELinux with Linux systems, aligning SELinux with existing security controls
on a Linux system. Finally, we will learn how applications interact with the SELinux subsystem internally;
ensuring that whatever the challenge, we will be able to find the best solution.
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From reader reviews:

Bruce Brown:

Book is to be different for every grade. Book for children till adult are different content. We all know that
that book is very important usually. The book SELinux Cookbook ended up being making you to know
about other know-how and of course you can take more information. It is extremely advantages for you. The
publication SELinux Cookbook is not only giving you a lot more new information but also to become your
friend when you sense bored. You can spend your personal spend time to read your book. Try to make
relationship with all the book SELinux Cookbook. You never feel lose out for everything should you read
some books.

Lela Koehn:

Information is provisions for those to get better life, information currently can get by anyone at everywhere.
The information can be a knowledge or any news even a problem. What people must be consider whenever
those information which is within the former life are hard to be find than now could be taking seriously
which one works to believe or which one the resource are convinced. If you have the unstable resource then
you have it as your main information there will be huge disadvantage for you. All those possibilities will not
happen with you if you take SELinux Cookbook as your daily resource information.

Janna Lefevre:

Do you one of the book lovers? If yes, do you ever feeling doubt when you are in the book store? Attempt to
pick one book that you never know the inside because don't judge book by its deal with may doesn't work
this is difficult job because you are scared that the inside maybe not seeing that fantastic as in the outside
look likes. Maybe you answer may be SELinux Cookbook why because the fantastic cover that make you
consider in regards to the content will not disappoint an individual. The inside or content is fantastic as the
outside or even cover. Your reading sixth sense will directly show you to pick up this book.

Marie Slaughter:

Beside this particular SELinux Cookbook in your phone, it could give you a way to get closer to the new
knowledge or information. The information and the knowledge you might got here is fresh from oven so
don't become worry if you feel like an outdated people live in narrow community. It is good thing to have
SELinux Cookbook because this book offers to you readable information. Do you occasionally have book
but you don't get what it's exactly about. Oh come on, that wil happen if you have this in the hand. The
Enjoyable set up here cannot be questionable, like treasuring beautiful island. Use you still want to miss it?
Find this book as well as read it from right now!
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